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1. A forensics investigator is searching the hard drive of a computer for files that were recently moved to the Recycle
Bin. He searches for files in

C:RECYCLED using a command line tool but does not find anything. What is the reason for this?

A.He should search in C:WindowsSystem32RECY CLED folder

B.The Recycle Bin does not exist on the hard drive

C.The files are hidden and he must use a switch to view them

D.Only FAT system contains RECYCLED folder and not NTFS

Answer: C

2. Madison is on trial for allegedly breaking into her universitys internal network. The police raided her dorm room and
seized all of her computer

equipment. Madisons lawyer is trying to convince the judge that the seizure was unfounded and baseless. Under
which US Amendment is Madisons lawyer trying to

prove the police violated?

A.The 10th Amendment

B.The 5th Amendment

C.The 1st Amendment

D.The 4th Amendment

Answer: D

3. Why is it still possible to recover files that have been emptied from the Recycle Bin on a Windows computer?
A.The data is still present until the original location of the file is used

B.The data is mowed to the Restore directory and is kept there indefinitely

C.The data will reside in the L2 cache on a Windows computer until it is manually deleted

D.lt is not possible to recover data that has been emptied from the Recycle Bin

Answer: A

4. While searching through a computer under investigation, you discover numerous files that appear to have had the
first letter of the file name replaced by

the hex code byte E5h. What does this indicate on the computer?

A.The files have been marked as hidden

B.The files have been marked for deletion

C.The files are corrupt and cannot be recovered

D.The files have been marked as read-only

Answer: B

5. When carrying out a forensics investigation, why should you never delete a partition on a dynamic disk?
A.All virtual memory will be deleted

B.The wrong partition may be set to active

C.This action can corrupt the disk



D.The computer will be set in a constant reboot state

Answer: C

6. When a router receives an update for its routing table, what is the metric value change to that path?
A.Increased by 2

B.Decreased by 1

C.Increased by 1

D.Decreased by 2

Answer: C

7. What will the following Linux command accomplish?
dd if=/devymem of=/home/sam/mem.bin bs=1024
A.Copy the master boot record to a file

B.Copy the contents of the system folder mem to a file
C.Copy the running memory to a file

D.Copy the memory dump file to an image file

Answer: C

8. What is the last bit of each pixel byte in an image called?
A.Last significant bit

B.Least significant bit

C.Least important bit

D.Null bit

Answer: B

9. Which legal document allows law enforcement to search an office, place of business, or other locale for evidence
relating to an alleged crime?

A.Search warrant

B.Subpoena

C.Wire tap

D.Bench warrant

Answer: A

10. Sectors in hard disks typically contain how many bytes?
A.256

B.512

C.1024

D.2048

Answer: B

11. In the following Linux command, what is the outfile?
dd if=/usr/bin/personal/file.txt of=/var/bin/files/file.txt
A./usr/bin/personal/file.txt

B./var/bin/files/file.txt

C./binffiles/file.txt

D.There is not outfile specified

Answer: B

12. A picture file is recovered from a computer under investigation. During the investigation process, the file is
enlarged 500% to get a better view of its

contents. The pictures quality is not degraded at all from this process. What kind of picture is this file?
A.Raster image

B.Vector image






