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1. You are considering your options for a new firewall deployment. At which three layers of the OSI model does a
stateful packet filtering firewall operate?

A. Presentation

B. Data Link

C. Network

D. Application

E. Transport

Answer: BCE

2. You are configuring a Cisco Router, and are creating Access Control Lists as part of the security of the network.
When creating Wildcard Masks, which of the following rules apply?

A. If the wildcard mask bit is a 1, then do not check the corresponding bit of the IP address for a match.

B. If the wildcard mask bit is a 0, then do not check the corresponding bit of the IP address for a match.

C. If the wildcard mask bit is a 1, then do check the corresponding bit of the IP address for a match.

D. If the wildcard mask bit is a 0, then do check the corresponding bit of the IP address for a match.

E. To create a Wildcard Mask, always take the inverse of the Subnet Mask.

Answer: AD

3. You are planning on implementing a token-based authentication system in your network. The network currently is
spread out over four floors of your building. There are plans to add three branch offices. During your research you are
analyzing the different types of systems. Which of the following are the two common systems token-based
authentication uses?

A. Challenge/Response

B. Random-code

C. Time-based

D. Challenge/Handshake

E. Password-Synch

Answer: AC

4. In the image, there are two nodes communicating directly, without an access point. In the packet on the right side
of the image, the Address 1 field is blank. If this packet is going to the other computer, what is the value that must be
filled in this blank address field?

A. 2345

B. 1234

C. ABCD

D. <null>

E. ABCD-1234

Answer: B

5. You are monitoring the network traffic on your Frame-Relay Internet connection. You notice a large amount of
unauthorized traffic on port 21. You examine the packets, and notice there are no files being transferred. Traffic on
what other port must be examined to view any file contents?

A. 20






