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1. The common security equipment includes the Firewall, Intrusion Detection System (IDS) and Intrusion Prevention
System (IPS). The IDS senes as the gateway and is deployed on the path of main senice traffic, while the Firewall
and IPS are deployed on the bypass.

A. True

B. False

Answer: B

2. On the basis of the port-based dynamic NAT, GRE can work properly after NAT traversal.
A. True

B. False

Answer: B

3. Which of the following port states is/are defined in both STP and RSTP? ()
A. Disabled

B. Blocking

C. Listening

D. Learning

E. Forwarding

Answer: DE

4. The hierarchical network model consists of ().
A. Core layer

B. Conwergence layer

C. Access layer

D. Network layer

Answer: ABC

5. In a Layer 2 switching network, if only IGMP Snooping is enabled on the switch, what will happen? ()
A. Multicast fails.

B. Multicast works properly, but IGMP Snooping cannot correctly record the member port information.
C. Multicast works properly, and IGMP Snooping can correctly record the member port information.

D. IGMP Snooping will work properly if IGMP Spoofing is enabled.

Answer: A

6. The superiority of OSPF to RIP includes ().
A. Variable long subnet mask

B. Multicasting update

C. Protocol packet authentication

D. No routing loop

E. Fast convergence

Answer: DE



7. What advantages does the hierarchical network model have?().
A. Easy to expand

B. Easy to troubleshoot

C. Easy to manage

D. Saving cost

Answer: ABCD

8. In an MSTP region, all switches must support the MSTP. There is not such a switch that supports RSTP or STP
only.

A. True

B. False

Answer: A

9. PIM-SM may not need RP.
A. True

B. False

Answer: B

10. Which of the following descriptions about the BGP route aggregation is correct? ()
A. It advertises the aggregation route only.

B. It cannot aggregate routes and advertises the original routes only.

C. It can adwertise the aggregation route and the original routes.

D. The original AS-Path attribute is changed during route aggregation.

Answer: C

11. Which of the following descriptions about QoS is/are correct? ()

A. Traffic policing can be applied on the inbound or outbound interfaces.

B. Traffic shaping can be applied on the inbound or outbound interfaces.

C. Congestion management and queue scheduling can be applied on the inbound or outbound interfaces.
D. RED and WRED are used to awid TCP global synchronization.

Answer: AD

12. To prevent route spoofing, it is preferred to set the OSPF enabled interface that is connected to the users intranet
to the Silent state and enable MD5 authentication.

A. True

B. False

Answer: B

13. Which is the encapsulation format used in ADSL dial-up access initiated from PC? ()
A. IPOA

B. IPOEOA

C. PPPOA

D. PPPoOEOA

Answer: D

14. Which of the following descriptions about the network core layer is correct? ()
A. The core layer serves to exchange data packets.

B. The complex QoS policy must be performed at the core layer.

C. The core layer should use the star topology.

D. Routers at the core layer do not need backup.

Answer: A

15. The security senices in the Open System Interconnection security architecture include () and anti-DoS.

1) Authentication






