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1. What happens in a bit flipping attack against an IEEE 802.11 device?

A. An attacker captures an encrypted framemodifies the ciphertextmodifies the ICV to hide the change to the
ciphertextand then transmits the frame to appear as if it is from the original source.

B. An attacker uses a non-linear Message Integrity Check (MIC) on his computer to form a wireless crossover
connection with the target computer.

C. An attacker injects data into a wireless transmission that results in a memory access exception at the target
system for the purpose of breaching security.

D. An attacker sends each frame with the first bit alternating between 0 and 1causing the target computer to disable
encryption synchronization.

E. An attacker captures an encrypted authentication frameand then executes a cracking algorithm against each 0 and
1 in the frame. After the frame is crackedit is used to authenticate the attacker's computer.

Answer: A

2. Given: ABC Company is planning to implement IPSec VPN technology using the Encapsulating Security Payload
(ESP) protocol to secure their wireless connections. You are hired as a security consultant to discuss the security
strength of this solution.

What statement about this WLAN security implementation is true?

A. ESP can only use 3DES encryption which causes high latency on half-duplex networks.

B. Wireless clients should be configured for NAT transparency so encrypted frames can traverse gateways.

C. ESP uses public key cryptographywhich is incompatible with the 802.11 protocol.

D. The ESP protocol encrypts the entire original frame if implemented in tunnel mode.

E. When using ESP as a VPN solutionthe implementation must incorporate SSH2 tunneling as well.

Answer: D

. Wireless Intrusion Prevention Systems (WIPS) are used for what purposes?
. Performance monitoring and troubleshooting

. Enforcing wireless network policy
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C. Detecting and defending against eavesdropping attacks
D. Security monitoring and notification

E. Preventing \irtual carrier sense attacks by 802.11 transmitters
F. Physical layer protocol analysis

Answer: ABD

4. Given: A network security auditor is assessing an IEEE 802.11 network's exposure to security holes.
What task would save the most time if performed before the audit?

A. ldentify the IP subnet information for each network segment.

B. Identify the manufacturer of the wireless intrusion prevention system.

C. Identify the skill level of the wireless network security administrator(s).

D. Identify the manufacturer of the wireless infrastructure hardware.

E. Identify the wireless security solution(s) currently in use.

Answer: E

5. Given: ABC Company's ERP WLAN has worked perfectly for the last 6 months. One morningnone of the






